DALLAS COUNTY AUDITOR

- TO: Honorable Beth Villareal, Constable Precinct 5
FROM: _ Virginia Portér, County Auditér f)zg_jwvw-a%ﬁ"-’
SUBJECT: GPS Tracking Network Reports
ISSUEDATE:  June 30,2011

RELEASE DATE: ~ July 28,2011
SCOPE

A review of the GPS Tracking Network Reports and the Kronos Time Detail Reports for the
month of March 2011 was performed to determine if County vehicles exceeded a speed threshold
at 75 MPH, to identify the assigned driver, and to determine if County employees were
accurately recording time and attendance on Kronos.

Due to the serious nature of the incident, the report is being submitted for your immediate
attention.

REVIEW PROCEDURES

“The review included:

GPS Tracking Network Speed Report (March 1 —31,2011)
GPS Tracking Network Complete Report (March 1 —31, 2011)
GPS Tracking Network Stop Report (March 1 — 31,2011)
GPS Tracking Network Trip Report (March 1 —31,2011)
Kronos Time Detail Report (March 131, 2011)
Precinct Home and/or Remote Storage of Vehicles and Assignment Report
* Dallas County Policies and Procedures — Section 90-94, Section 90-171 —90-175

FINDINGS

Speeding

The GPS Trackmg Network Speed Report identified nine (9) Precinct 5 employees that exceeded
the 75 MPH threshold during the review month. Speeds were recorded as high as 86 MPH with
49 instances occurring while on duty and 4 instances occurring while off duty according to
" Kronos time and attendance records. The 4 instances occurred while the vehicles/employees
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were commuting to work prior to their scheduled shift and commuting home afier their
scheduled shift.

Time and Attendance

The GPS Tradkjng Network Reports and the Kronos Time Detail Report identified fourteen (14} -
Precinct 5 employees as not accurately recording their times on Kronos for arriving to work late
and/or departing work early during the review month.

RECOMMENDATIONS

Speeding

Develop management plan to address exceeding posted speed limits, safety, as well as cost
avoidance. Include disciplinary action for unjustified actions. Employees should only drive their
assigned County vehicles during business hours and for commuting purposes. Employees should
reimburse the County at the current mileage reimbursement rate for all miles driven while not on
County related business.

Time and Attendance

Supervisors should re-educate their employees about how to properly record their time on
Kronos and the County’s attendance policies. Supervisors need to ensure that employee time
records are accurate and that no abuses have occurred. Identified errors or omissions in the time
record should be reviewed, approved by the supervisor for correction and sent to the “Payroll
Hotline” for historical edits to properly record actual time worked.

CONSTABLE PRECINCT 5 RESPONSES

Constable Precinct 5 responses to the GPS Tracking Network Reports and the Kronos Time
Detail Reports findings/observations are incorporated in the findings templates.

SUMMARY

This review is intended to support management in evaluating compliance with Dallas County
“policies and procedures, laws, and regulations applicable to the department. Development of
written internal procedures should be initiated to ensure compliance with recommended
procedures, county policies, and state statutes.

509 Main Street, Suite 407 Phone (214)653-6472
Dallas, Texas 75202 Fax (214)653-6440



County Auditor

Dallas County, Texas

{Describe the current
condition)

Finding Number: 11-ARC-08-01
Date: May 20, 2011
Audit: Precinct 5 Vehicle Speed Report
Auditor (s) Assigned: “JR ' '
Finding: PRECINCT 5
Review of the GPS Tracking Network Speed Report, which displays instances when the
County vehicle is driven at or above the excessive speed threshold of 75 MPH, identified nine
(9) Precinct 5 employees that drove at or above the excessive speed threshold of 75 MPH for
the month of March 2011. An instance is defined as a GPS update (ping) that occurs regularly
at 5 minute intervals while the vehicle is at or above the 75 MPH threshold.
The following Precinct 3 vehicles/employees met or exceeded the excessive speed threshold
of 75 MPH for the month of March 2011: -
Vehicle Employee ID  #of instances  # of nstances # of instances ~ Maximum
Number# Number# _ “ON”Duty . “OFF” Duty Total Speed
CE828 1425-3 1 : 0 1 78
CE857 13165-2 4 0 4 79
CE937 6669 3 | 4 77
CE938 - 26631 6 0 6 30
CE988 34877 4 0 4 78
CE989 2511-2 14 0 14 83
CE990 18133-2 11 0 11 81
CE994 _15782-2 3 0 3 79
| E1019 151342 3 3 6 86
TOTAL 49 4 53
There were a total of 49 instances of vehicles/employees driving at an excessive speed
threshold of 75 MPH during “ON” duty. There were a total of 4 instances of
vehicles/employees driving at an excessive speed threshold of 75 MPH during “OFF” duty.
“The 4 instances occurred ‘OFF” duty while the vehicles/femployees were commuting to work
prior to their scheduled shift and commuting home after their scheduled shift. All 53 tofal
instances appear to have occurred on interstate/state highways.
Workpaper Reference: GPS Tracking Network Speeding Report (March 1 - 31, 2011)
{or other method by Each employee’s GPS Tracking Network speed reports are documented for review and
which finding was verification. Report exception level was defined as excessive if driving at or above 75 MPH.
identified) :
Kronos Time Detail Report (March 131, 2011)
Each employee’s Kronos time detail reports certifying the hours worked and Jeave time taken
are documented for review and verification.
Precinct Home and/or Remote Storage of Vehicles and Assignment Report.
Daltas County Policies and Procedures — Section 90-94 and Section 90-171.
Condition: Vehicles are assigned and equipped with GPS units. Deputies serve writs/notices which °

require use of vehicle. Traffic program was disbanded in_Séptember 2010. Both home storage
and remote storage is authorized. Deputies are expected to follow local traffic laws which
denote speeders at various levels.

Forni: Audit Finding
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County Auditor

Dallas County, Texas

Each employee certified actual time worked for the month of March 2011. '

Criteria:
(Describe the optimal
condition)

GPS functionality: :
1) Standard update (ping) every 5 minutes when ignition is on, one hour when the
ignition is off. _
2) Six (6) month archived records online capabilities.
3) Standard reports developed for speeding, after hours, and out of county.
4) Automated email alert when vehicle crosses county line.

Traveling at the posfed speed limits and using County issued vehicles only during work hours
and only for County related business.

Section 90-94. — Special requirement for al! operators of remote of home storage vehicles.

(a) All vechicles approved for remote or home storage shall be equipped with a
centralized county GPS tracking system. The information provided by this system
will be adequate for use in civil litigation and criminal proceedings. The Purchasing
Department, OBE, and county auditor office will have unrestricted access to the GPS
and any of its data. As any other authorized equipment for county vehicles, the GPS
system shall be installed and maintained by the ASC. The initial and- future cost of
law enforcement GPS will be paid from the department’s drug forfeiture funds and
other department’s funding will be addressed on a case by case basis.

(b) Employees that are authorized remote or home storage shall maintain a daily mileage
log where the employee/driver will log in at the start and end of each day the starting
and ending mileage and location.

(c) At the end of each month the mileage log will be turned in to the employee’s
supervisor who shall review the Jog for inconsistencies and if none are found, sign
and date the log. If a discrepancy is noted, the supervisor shall document the finding
on the mileage log, address it with the employee and provide a copy of the
discrepancy to the OBE and auditor’s office. Mileage logs shall be retained for a
minimum of two years.

Section 90-171. — Instruction of operators; safe driving record required.

(a) Every official or employee of the county that operates county or personal
equipment/vehicles on behalf of the county shall be instructed i the safe and proper
operation of it before the equipment is operated. The responsibility for the
instruction of operators rests with the elected officials or department head.

(b) All personnel, as a condition of employment if the employee will operate county or
personal equipment/vehicles on behalf of the county, must possess at all times a
record of safe operation of such equipment/vehicle.

Cause:
{Describe the cause of the
condifion if possible)

Nine (9) identified Precinct 5 employesés driving at 75 MPH or greater significantly above
posted speed limits while on/off duty as recorded on Kronos time and attendance system.

Effect:
(Describe or quantify any
adverse effects)

Speeding increases the risk of serioiis accident, risk of Serious injuries and fatalities, fuel
consumption, vehicle emissions.

Excessive speeds and/or inappropriate speeds are often important factors in single vehicle
crashes such as hitting a fixed object and rolling over, particularly on highway roads.

Form: Audit Finding
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County Auditor

Dallas County, Texas

Excessive speeds and/or inappropriate speeds increase the risk of accidents through the loss
of control and injuries by increasing reaction distance, braking distance, jmpact speed and

crash energy.

Recommendation:
(Describe corrective
action)

Develop management plan to address exceeding pos

ted speed limuits, safety, as well as cost

avoidance. Include disciplinary action for unjustified actions.
Verify the accuracy of information provided to Auto Service Center on vehicle assignment.

Responsible Department | Precinet 5
or Organization: —
Management’s Response: [g] Agree {g Disagree | Respondent: | L.R. Byers Date: | July 22,

' 2011
Comments: Please see attached letter dated July 22, 2011, from L. Byers to M. Ramirez, subject Response

to GPS Tracking Network Report. :

Disposition: 1X| Audit Report [] Oral Comment [ ] Deleted From Consideration
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County Auditor Dallas County,
Finding Number: 11-ARC-08-62
- Date: May 20, 2011 .
Audit: Precinct 5 Time and Attendance
Auditor (s) Assigned: JR
Finding: PRECINCT 5
Review of the Kronos Time and Attendance Detail Reports which displays the actual hours
recorded by the employees and the GPS Tracking Network Reports which displays
vehicle/employee time update received during the designated time period, identified fourteen
(14) Precinct 5 employees that did not accurately record times on Kronos for arriving to work
late and/or departing work early during the month of March 2011.
The following Precinct 5 employees were identified as not accurately recording their times on
Kronos for arriving to work late and/or departing work early during the month of March
2011
_ Total # of minutes
Vehicle Employee ID # of instances # of instances Late Arrival/
Number # Number # Late Arrival Early Departure Early Departure
CE828 1425-3 5 11 454
CE833 - 272412 4 2 92
CES834 26608 9 13 1,879
CE857 13165-2 10 14 756
CE937 6699 12 ' 21 : 624
- CE9338 26631 11 8 . 459
CE9838 34877 18 6 938
CES89 2511-2 13 19 974
CE990 18133 20 6 2,149
CE992 9831-2 _ 22 7 890
‘| CE993 1230-2 : 22 3 2,203
CE994 15782-2 23 21 1,297
E1019 15134-2 5 ' 1 89
E1020 18303 21 10 1,021
. TOTAL 195 142 13,825
Each employees commute time was used in assessing arrival and departure times. Average
commute based on Yahoo Maps travel time and distance.
Workpaper Reference: Kronos Time Detail Reports (March 1-31, 2011
(or other method by Each employee’s Kronos time detail reports certifying the hours worked and leave time taken
which finding was are documented for review and verification.
identified)

GPS Tracking Network Reports (March 1—31,2011) -
_Each employee’s GPS Tracking Network reports are documented for review and verification.

Precinct home and/or remote storage of vehicles and assignment report,

Dallas County Policies and Procedures — Article V — Section 82-171 through Section 82-175.

Form:  Audit Finding
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County Auditor

Dallas County, Texas

Condition:
{(Describe the current
condition)

A Kronos account is established for each employee as the official time and attendance entry
system. Employees are expected to record the start and end of thelr workday on the time and
attendance system in accordance with County policy.

Chief clerk inputs time from schedule and adjustmeﬁté are made based on exceptions from
employee.

Precinct policy considers an employee on duty as soon as they take control of the vehicle.
Each employee certified actual hours worked for the month of March 2011.

The GPS Tracking Network Reports display vehicle/employee time updates .received during
the designated time period denoting ignition offfon.

Criteria:
(Describe the optimal
condition)

County policy designates Kronos as the official time and attendance entry system for all
employees. Dallas County Policies and Procedures Article V Section 82-171 through Section
82-175 state the following:

“Sec. 82-171. Purpose of article.

The purpose of this article is to provide time and attendance reporting procedures for all
county employees. All county employees are required to record their daily atiendance. The
county time and attendance tracking system includes three time entry methods: time clocks,
on-line entry and time sheets. Employees shall use the time entry method designated by their
elected official or department head.

Sec, 82-172. Nonexempt employee responsibilities.

(a) The county requires that every employee work 40 hours every week. Vacation leave, sick
leave, authorized holidays, authorized time off, and accrued compensatory time count toward
this 40-hour per week requirement. Except for the lunch period explained in subsection (c) of
this section, employees are expected to be-working for the benefit of the county from the time
the employee's shift begins until the employee's shift ends.

(b) Nonexempt employees are strictly prohibited from working more than 40 hours per week,
without prior approval from their supervisor. All of the time an employee works must be
recorded on the county's time and attendance system. An employee is never to work without
recording time. If an employee is ever asked to work without recording work time, the elected
official or department head must be notified immediately. If the matter is not resolved by the
department, the employee must immediately notify the county personnel department.

(c) Each elected official or depariment head will designate a 30-minute, 45-minute or one-
hour lunch period for his nonexempt employees. The elected official or department head may
fiot set the lunch period within the two hours after the employee's regular shift begins or in the
two hours before the employee's regular shift ends. Whatever lunch period the elected official
or department head desi gnates for his employees will not be work time. The time and
attendance system will automatically deduct the designated lunch period from the hours
actually worked by the employee, and the employee will not be paid for this time. (d) The
employee is not allowed to work during his lunch period. The lunch period is time for the
employee to use for his benefit, not for the benefit of the county. It is time for the employee to
use as the employee chooses, except that the employee may not choose to work during the
lunch period. If any employee does work during a lunch period, that employee's supervisor is
required to record that lunch peried on the time and attendance system as having been
worked. Working the required lunch period without prior approval on more than three
occasions or failing to report the work done during the lunch period may subject the
employee and the employee's supervisor to disciplinary action, up to and including
termination. : ' '

Form: Audit Finding
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County Auditor

Dallas County, Texas

Sec. 82-173. Exempt employee responSIbllItles

Exempt employees are expected to record the start and end of their workday on the time and
attendance system In accordance with departmental policy.

Sec. 82-174. General provisions.

(a) Employees leaving the premises during working hours for reasons other than county
business shall clock out when leaving and clock in when returning to work.

(b) Employees who do not record hours worked by the payroll deadline due to lack of
preplanning for vacation, sick time, errors or accidental omissions must notify their
supervisor as soon as possible.

(c) Employees who forget to record their time shall notxfy their supervisor. Employees who
consistently forget to record their time shall be subject to disciplinary action up to and
including termination. For example, more than three missed entries in one month may be
considered excessive and may result in disciplinary action up to and including termination. If
time worked, overtime, compensatory time, sick leave payment time, or any other payment is
not turned in before the payroll deadline, it will roll over to the next pay period.

(d) Employees shall not correct employee time records to account for vacation time, sick
time, errors and aec1dental omissions. Errors in the time record shall be reported to the
supervisor for correction.

(e) Tampering, altering and/or falsifying information on an employee s own or another
employee's time record shall result in disciplinary action that may include termination, as well
as possible criminal charges.

Sec. 82-175. Supervisory respons1b1l1tles

(a) Supervisory responsibilities fall to the elected official, department head or their designee.
(b} Supervisors are responsible for informing their employees about which time entry method
(time clocks, on-line entry or time sheets) they shall use to record their time and attendance.
Supervisors shall educate their employees about how to use the time entry method they are
assigned and about the time and attendance policies for their department.

(c) Supervisors are responsible for ensuring employee time records are accurate and that no
abuses occur. Only supervisors have the autherity to correct employee time record erTors or
OmlSSIOHS

(d) Supervisors are responsible for recording employee vacation and sick time and for _
entering time for employees who are working outside their department work area.

(¢) Supervisors are responsible for checking daily start times, meal periods, end times,
vacation time, sick time, compensatory time and overtime to ensure employees are in
compliance with their shift work schedule and the county's overtime policies. Supervisors are
responsible for promptly documenting actions warranting discipline and for promptly

| reporting possible fraud to the county auditor.

(f) Supervisors are responsible for approving all time records for their department every
Monday by 10:00 a.m.

(g) Supervisors are responsible for reportmg lost, stolen or damaged key cards and arrangmg
for replacement key cards.”

Cause:
{Describe the cause of the
condition if possible)

Fourteen (14) identified Precinct 5 employees failed to accurately record their times on
Kronos for arriving to work late and/or departing work early for the month of March 2011.

Effect:
(Describe or quantify any
adverse effects)

Per Dallas County policy, falsifying information on an employee's own or another employee's
time record shall result in disciplinary action that may include termination, as well as possible
criminal charges. '

Recommendation:
(Describe corrective
action)

Supervisors should re-educate their employees about how to properly record their time on
Kronos and the County’s attendance policies.

Form: Audit Finding
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County Auditor

Dallas County, Texas

Supervisors need to ensure that employee time records are accurate and that no abuses have

‘occurred.

Identified errors or omissions in the time record should be reviewed and approved by the

supervisor for cotrection. A 1l adjustments must be forwarded to the Payroll Hotline for
historical edits in order to properly charge and/or record credit for each deputy.

Responsible Department
or Organization:

Precinct 5

Management’s Response: @ Agree [X“] Disagree | Respondent: | L.B. Byers Date: | July 22,
2011
Comments: Please see attached letter dated July 22, 2011, from L. Byers to M. Ramirez, subject Response
to GPS Tracking Network Report.
Disposition: @ Audit Report [] Oral Comment [ ] Deleted From Consideration
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Date - July 22, 2011

Te:;.- o) %ﬁimz, Chialf Deputy
From |
Subject
Thmogh :Cheonels

Sir,

Dallas County Conslabie’'s Office, Brevinct 5,18 i mﬁgﬁ of a copy of the draft of the undistibuted
GFS Tracking MNebwod Repord for the month of Mareh 2011 A review of the report was made and
research conducted petaining to the GPE Trackirig Network spwd Rapoit and @{m%mms Tivie

,_@y@e % ma&mm respectively.

and Attendance Report of varied. iméﬁ«ﬂtﬁ ami thee

: éAﬁeﬂéawa o¥fios
%mwf%ﬁ@ &M iﬁ 4:35:1 M. The report a%iﬁgmmm%m@imm&emgmuﬁw vﬁzﬁf‘i@m
vehides/employees were Eom rating 10 work priorio. their scéz&éui&d hsﬁ: ami mmmmmg m
after their scheduled shift, Vhile fhors is no dispute Hat-all Jour in ; Ahe
standard Hours three(3) of the four {4) incidents sodurred while ﬁ@a Wﬁy‘% Ww&ﬂﬁﬁg in an _
official capacity: 1t shoiild be noted that t s not uneommon for an eraployse to request sxiditional
time, to exceed the normal bisiness hours, whichis: required to complete their assignments, The
foeth incident occurred whills the smployes was: -cormding ot work forthe wehicle hoine/storage
wocation at 4:40 B, just ten [10) minutes foliowing the' final hour of the standard work scheduts, a
pariod of fime that most fikely occurred as the results of traffic complications. Ressarch of vehicle
m@ﬁzﬁs maintaived by Precinct 5 for the month of March 2011 revealed, in each incidert, the

readings contained in the GFS Tracking Metwork Speed Report to be i conflict with the
ed pdomater readings of all Pracinet § vehicles in guestion. Tharefore, one may surmise, that
;f the odometer readings are inacourate, how much validity can be placed on the acouracy of the
recorded speads. in addition, the inaccuracy of the odometsr readings also suggests that the
vahicles in question may or may riot even izaass;gmd ke ?mr;ct 5 andd thersfors nol ;sw byits
employees. ' .

i should be taken imto consideration that the employaes of Preciradt § arg {,‘:safizﬁed Texas ?m
Officers driving vehicles with Dalias %muﬂ%y Law Enforcement markings. These empl oyees are




obligated by law to resporrd to violations of all fypes mciudmg but not limited to those found in the
Texas Motor Vehicle Code not to mention a cerain levelof expectation placed upon them by Hhe
public they serve to take action on the infractions %E"gey obsgrve, An empioyes may deem i
necessary to exceed the seventy-five (75} MPH threshold in order to carry-out #hisir dulles. For
instances, an smployee may excead the seventy-five (75} MPH threshold when ageslerating to
address a violator for the purpose of marely presenting themselvas a8 8 command presence 1o
- encourage the compliande of the viblator. An emiployes may #iso be reuired to exceed the severty-
five {75) MPH threshold whiis rasponding to.a locafion where wanted suhg&c%s are being detained.

Upar revisw of & Kronos Time and Attendance Ragmnﬁ wihichs displays the amssﬁ hours mcﬁ;w@tﬁ
on an employes by the GPS Tracking Network Report, which displays v&hic%efempiczym A
update, received during the designated time perod, fourtesn (14) Précinet 5 emplayees reportediy
Baited th. arvive &t work on time andlor departed work early dusing the month of March 2011,
Research wes conducted, through random selection, on fwo of the fourteen (14) Precinct 5
employees fistedin the raport, Utilizing records mainteined: iﬁ}f%’mmﬁﬁ Sthe rasults of the resssrch
disputes the allegations and finds that the employees were nelther Jate in arrival to work nor
departed work early on the days in gquestion. The information contained in the Kronos Time and
Attendance Reports, dobs not reflect the Tact thet the two emplayess were in their vehicles prior ix:e
oratthe reduired time of 8:00 A. M. While the two:may ormay not have departed thelr Fome/storage
incation immediately upor entering theirvehictes, thers 5 a plethora of reasons for the'employees:
_ hava rernained on site: For exsmpile, anemployee. r@mmmg«atﬁm hamelsiorage i ymay heve

saized the opportunity 10 sort through their decuments inan effoftio route their daily cotrse of ackion-
orie make phone calls to individuals sought for safdce, to name = couple. On certain days inrwhich
the report reflects an employes. s&mvirsg; tate or lsaving work early, the amp’éaya@ had filed for and
was granted fime off or involved in Yreining. Consideration should be given 15 the fact that an
employee is considered on duty as soor o they take condrol of their assignedvehicls.

In @oméwan i’i}a empioyses of %m@amt &, wbgwm this:i ma@ry, are assigned vehicles that am
dwith bc-way radios-and afamqmm &?;ﬁ@ﬁﬁytﬁm%iﬁ gmm@byﬁ @ﬁA M ea@ mﬂ _
é@y "%"’E;ﬁ mpéaye&sammt m@u;ﬁe;érm P sr £ b Bisein

meﬁt an'the vah@%ty ofthe @?& Twﬁmﬁ . tk ‘Sm ;&: iin, mmw&ﬂmga %@c ﬁ"’s@
mmaim of erous employess ihroughout the Dallas {ﬁm Constables Office, and with so
5 brought o lightfhrough the dourse of the investigations that followed, 1t may be

e ws*si’tﬁm possibilty foras; e to insure that the information generated

by iha @?S Tracking Network Systen pos: ﬁ‘ae a’biﬁy tobe acturate.
spectfully submitted,
Dallas County Constables Offics -y ¢

Precingt § _ Ropewed Terw-il




